
 

Prepared by Cybersecurity Services Branch – Service Alberta  

Classification: Public 

 

 

 

 

Government of Alberta  

Cybersecurity Strategy 
 

 

 

 

 

 

 

 

 

 

 

“Protecting the province’s digital assets.” 

Annual Update 2021  



 

2 Cybersecurity Strategy | Protecting the Province’s Digital Assets 

Classification: Public 

 

  

Service Alberta, Government of Alberta  

June 21, 2021 

Cybersecurity Strategy: Protecting the Province’s Information and Technology Assets 

Prepared by the Corporate Information Security Office 

© 2021 Government of Alberta 

This publication is issued under the Open Government Licence – Alberta  

http://open.alberta.ca/licence


 

Cybersecurity Strategy | Protecting the Province’s Information and Technology Assets 3 

Classification: Public 

Table of Contents  

Message from the Chief Information Security Officer ................................................................ 5 

Introduction ..................................................................................................................................... 6 

Cybersecurity Services Scope ...................................................................................................... 6 

Motivation ...................................................................................................................................... 7 

Strategic Assumptions .................................................................................................................. 7 

The Cyber Threat ............................................................................................................................ 9 

Types of Threat ............................................................................................................................. 9 

Accidental ...............................................................................................................................................9 

Negligence..............................................................................................................................................9 

Disgruntled Employees or Rogue Contractors .................................................................................... 10 

Cyber Crime ........................................................................................................................................ 10 

Cyber Espionage ................................................................................................................................. 10 

Cyber Terrorism & Hacktivism............................................................................................................. 10 

The Cyber Threat is Evolving ...................................................................................................... 10 

Another Side of the Cyber Threat: Lack of Cybersecurity Talent ........................................................ 11 

The Future We Are Building ........................................................................................................ 12 

A Cyberspace that is Secure ...................................................................................................... 12 

A Cyberspace that is Safe .......................................................................................................... 12 

A Cyberspace that is Resilient .................................................................................................... 12 

Our Guiding Principles ................................................................................................................ 13 

Province-wide Cybersecurity Principles ...................................................................................... 13 

Adopt an Information Security Policy Framework ............................................................................... 13 

Monitor and Manage Information Security Risks ................................................................................ 13 

Report Information Security Risks and Incidents ................................................................................ 13 

Purpose of the Principles ............................................................................................................ 14 

The Cybersecurity Strategy ......................................................................................................... 15 

Strategic Cybersecurity Pillars .................................................................................................... 16 

Maintain and Leverage the Cybersecurity Framework ....................................................................... 16 

Risk-based Business Decision Approach ........................................................................................... 16 



 

4 Cybersecurity Strategy | Protecting the Province’s Digital Assets 

Classification: Public 

Increase Information Security Awareness ........................................................................................... 17 

Improve Authentication Systems Security and Fraud Detection ......................................................... 17 

Leveraging Encryption to Protect Data and Information ..................................................................... 18 

Proactive Threat Monitoring over Reactive Incident Response .......................................................... 18 

IMT Systems Disaster Recovery Planning .......................................................................................... 19 

Shift Monitoring from Network Periphery to End Points ...................................................................... 19 

DevSecOps Philosophy ....................................................................................................................... 19 

Develop New Cybersecurity Talent ..................................................................................................... 20 

Moving Forward ............................................................................................................................ 21 

  

 

 

 

 

  



 

Cybersecurity Strategy | Protecting the Province’s Information and Technology Assets 5 

Classification: Public 

Message from the Chief 
Information Security Officer 
The COVID-19 pandemic drastically changed the way most organizations do business. The focus on fast-

tracking services digitization and leveraging more mobile and remote access solutions to work away from 

the office has increased the overall cyber threat by creating new opportunities for malicious actors and 

new challenges for cybersecurity personnel. Attack vectors and the threat footprint have shifted away 

from the network periphery to end points, which are now directly exposed to malicious actors. 

The Government of Alberta was not much different from other organizations. The biggest difference has 

been that in times of crisis – such as the situation caused by the pandemic – citizens rely on their 

governments to help them get them through the crisis. As expected, we quickly established a renewed 

focus on accelerating Alberta government services digitization to ensure citizens’ needs were satisfied in 

a timely way. 

New agile approaches and modern technologies had to be implemented to facilitate faster solutions 

delivery. What used to take months to develop, test and implement is now done in weeks or, sometimes, 

in days. This necessitated a new cybersecurity approach: one founded on clear security specifications for 

developing and implementing secure systems from the onset, automated on-demand testing to help 

shorten delivery timeframes, and complemented by a streamlined security assessment before rolling out 

the solution. While implementing these new tools and processes, we also learned that it was always 

better to accept some risk and fail fast, then fix quickly, in this more agile environment, versus more 

extensive planning, testing and user acceptance processes that previously would take months or years to 

be deliver. We realized that faster timeframes were not as risky as we originally believed, that most 

problems can be remedied quickly and that delivering solutions faster reduced our overall costs while also 

improving customer satisfaction. 

After a year of adapting our services and our approaches to this “new normal”, we felt that it was time to 

update our cybersecurity strategy. The new strategy gives us a chance to share our lessons learned and 

our advice about how to deal more effectively with new cyber threats that continue to evolve. 

This Cybersecurity Strategy is our plan for identifying, managing and responding to cyber threats. It is a 

cornerstone of the Government of Alberta’s commitment to protecting the province’s information and 

technology assets. I am proud to have the privilege of leading the efforts to secure information and 

technology on behalf of Albertans. 

Martin Dinel – BSc, ISP, ITCP, CISSP 

Chief Information Security Officer 

Government of Alberta 
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Introduction 
In response to the October 2008 Office of the Auditor General 

(OAG) report, Executive Council and Service Alberta established 

the Corporate Information Security Office (CISO), renamed to 

“Cybersecurity Services” in January 2020. Cybersecurity 

Services has the responsibility of overseeing all aspects of 

information and technology security for the Government of 

Alberta (GoA). 

The GoA recognizes that information and technology are critical 

assets, and that the management, control and protection of these 

assets have a significant impact on service delivery. The assets 

must be protected from unauthorized use, disclosure, damage and loss; and the assets must be available 

when needed, particularly during emergencies and times of crisis.  

The GoA’s Cybersecurity Strategy sets priorities for how the organization can efficiently and effectively 

address the management, control and protection of the province’s information and technology assets. It 

outlines the objectives that future initiatives will focus on and it identifies necessary components to 

iteratively strengthen the GoA’s security posture. The strategy employs a risk-based decision process 

with four objectives: to secure GoA information assets; to increase stakeholder awareness in order to 

minimize the risk of social engineering and human errors; to implement monitoring and intelligence 

services that identify threats; and to continue evolving security controls that counter cyber threats. 

Cybersecurity Services Scope 
The scope of Cybersecurity Services extends across the GoA, including all of its departments; however, it 

does not extend to public agencies, boards and commissions beyond an advisory perspective. The 

program covers information assets in all of its forms, as well as technology assets. GoA’s official records 

are still considered to be paper records, but the new Data Strategy developed by Enterprise Information 

Management plans to make digital records the official records by default. Over the past two years, 

Cybersecurity Services has only dealt with incidents related to digital records. 

  

The mission of Cybersecurity 

Services is to work in 

collaboration with ministries, 

public agencies, and service 

partners to ensure that 

Alberta’s information and 

technology assets are secure, 

safe, and resilient. 
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Motivation 
Cyber threats affect us all. Attackers with basic skills can cause real harm. Sophisticated attackers can 

disrupt anything from utility, financial or economic systems, to telecommunication networks. They can 

interfere with the production and delivery of basic goods and services provided by both the public and 

private sectors. They undermine our privacy by stealing personal information. 

The COVID-19 pandemic has forced organizations to fast-track their service digitization plans to make 

services easier to access. It has also prompted most organizations to adopt more mobile and remote 

access technologies to make it possible for staff to work remotely. These services were setup with the 

intention to create a healthier and safer service environment for staff and customers; however, these 

tools, combined with the ensuing more aggressive digitization plans, are creating new opportunities for 

malicious actors to exploit hastily configured systems in the cloud where they are more exposed to 

external parties, thereby creating new cybersecurity challenges. 

Every year, Cybersecurity Services detects a growing number of more sophisticated attacks. The 

pandemic has resulted in even greater numbers than usual. Attackers are seriously investing in their 

capabilities right now, and the GoA must respond by investing equally in protections. 

Strategic Assumptions 
While we cannot accurately predict what cyberspace or cyber threats will look like in the future, we must 

seek to understand the forces that are shaping the future in order to lead, influence and adapt to the 

evolution of our environment. We must also form assumptions regarding the cyber threat’s evolution 

based on what we know: 

 Increasing volume and sophistication of cyber attacks requires increased stakeholder awareness, 

secure technology implementation, co-ordinated threat monitoring and incident responses, tested 

systems resilience and a professional and agile cybersecurity workforce. 

 Deepening dependence on information and technologies creates opportunities for greater productivity 

and innovation, but it also increases the number of users, devices, data and processes requiring 

protection. 

 Globalization of information and communication technology transcends geographical and political 

boundaries, resulting in increased threats to information assets that may come from attackers located 

anywhere in the world. 

 The potential threat coming from an organization’s supply chain cannot be ignored and must be 

managed. The threat can come in the form of compromised goods received by an organization (e.g., 

a compromised “Internet of Things” or “IOT” device beaconing organization-specific information to a 

malicious third party) or compromised services (e.g., connectivity between a compromised vendor 

and an organization could be leveraged to attack the organization). 
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 The COVID-19 pandemic continues to remind us that concurrently delivering an increasing number of 

solutions faster to deal with time-sensitive customer requirements, combined with worldwide limited 

availability of cybersecurity experts, means that compliance to standards and best practices, as well 

as leveraging more automation and artificial intelligence, must become cornerstones of the 

cybersecurity strategy. 

 The digitization of more government services also means that the attack surface for malicious threat 

actors is increasing.  Since many of these systems provide assistance to Albertans in the event of 

emergencies and disasters, we can expect an increase in situation where identity theft was leveraged 

for fraudulent purpose. 

 The accumulation of data in the cloud, combined with distributed systems and remote access, pose 

increased security challenges.  

 Encryption of data in transit and at rest, along with the control of an organization’s encryption keys, 

will continue to be an effective security control to protect information, on premise and in the cloud, at 

least for the next five to 10 years. However, the organization will have to continue to leverage cloud 

provider-specific solutions, as enterprise solutions dealing with all cloud providers and solutions are 

not effective and are too costly to implement, maintain and integrate. 

 Social engineering attacks (mainly, email phishing) will continue to be a primary attack vector used to 

trick staff into providing credentials and confidential information, or perform actions that are 

detrimental to the organization. Email phishing is the main tool used by malicious threat actors to gain 

access to internet exposed digital systems and services. 

 Adopting mobile technologies and having more staff connecting remotely to our network increases 

the risk of exposing sensitive data and processes to attackers. Accessing the information on non-GoA 

managed devices and systems also creates new challenges as a user leaving the organization may 

retain some sensitive information on their personal systems. 

 Differences in security requirements and risk tolerance across organizations suggest that one-size-

fits-all security approaches are less effective than risk-based solutions tailored to particular 

organizations, user types and even different age groups. The “business sector” model adopted by the 

GoA will help ensure and facilitate more effective security controls that adapt to ministry-specific 

needs while still meeting government requirements. 

 New systems and applications vulnerabilities will continue to be identified at a rate that is greater than 

the ability of organizations to respond in a timely manner. 

 Finally, the worldwide shortage in cybersecurity skills continues to be an issue. Based on the GoA’s 

experience over the past two years, we expect that hiring and retaining qualified cybersecurity 

personnel will continue to be a major challenge for the organization. 
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The Cyber Threat 
Various types of attacks and exploits can be used to gain access 

to information in cyberspace. Attackers can exploit software and 

hardware vulnerabilities, or they may co-ordinate “social 

engineering” attacks to trick people into unwittingly providing 

information and sometimes authentication credentials through 

infected emails or malicious websites. They might also take 

advantage of people who fail to use basic security practices such 

as using complex passwords, updating their antivirus software or 

only using protected wireless networks. 

Once they have gained access to a system, attackers can steal 

or change information stored within it, corrupt or disrupt system operations or program the system to 

attack other computers on the network. 

While certain attack tools and techniques are more sophisticated or damaging than others, most cyber 

attacks share four characteristics that account for their growing popularity over the past few years. Cyber 

attacks are often: 

 Inexpensive – Low-cost, leveraging free tools available across the internet. 

 Easy – Attackers with basic skills can cause significant damage using simple phishing emails. 

 Effective – Even minor attacks can cause extensive damage. 

 Low risk – Attackers can easily evade detection and prosecution by hiding in a web of computers and 

exploiting gaps in legal systems. 

Types of Threat 

Accidental 

Accidental attacks are not intended to be malicious. They include 

systems malfunctions, user errors, natural disasters and other 

unexpected or unplanned events that may cause damage to or 

loss of digital assets.  

Negligence 

Lack of resources, knowledge, and understanding of the cyber threat can also result in negligence on the 

part of an organization or on the part of staff, resulting in serious cybersecurity incidents. Due diligence 

must be used at all times and combined with a risk-based approach for cybersecurity decisions to 

improve the chances of an organization to counter the cyber threat. 

According to a 2021 

Comparitech report (300+ 

Terrifying Cybercrime and 

Cybersecurity Statistics & 

Trends), “global cybercrime 

damages [are] predicted to 

cost up to $6 trillion annually 

by 2021”. 

563 cybersecurity incidents 

occurred across the GoA 

during fiscal 2020-21, of 

which 54% were due to user 

errors or inquiries, and 46% 

were due to malicious actors. 

https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
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Disgruntled Employees or Rogue Contractors 

Internal employees and contractors are provided with authorized access to the information and 

technology assets they require to perform their functions. In the event that an employee or contractor 

becomes disgruntled, or third-party contractors misrepresent themselves, they become significant threats 

to the organizations and can cause damage that is difficult to detect and counter. 

Cyber Crime 

Criminals use or sell information stolen online, such as credit card numbers or credentials, and use 

malicious software designed to infiltrate or damage targeted systems. Even those who are diligent about 

practicing safe computing run the risk of information theft or fraud through third-party interactions. 

Cyber Espionage 

Cyber spies are well resourced, patient and persistent. They are 

often sponsored by nation-states to perform attacks against 

governments or other nation-states with competing interests. 

Their purpose is to gain political, economic, commercial or 

military advantage. Organizations that have a presence in 

cyberspace are vulnerable. Reports from around the globe 

confirm that some attacks have succeeded in stealing industrial 

and state secrets, private data, and other valuable information. 

Cyber Terrorism & Hacktivism 

Terrorists and activists are finding a niche in cyberspace. They are using the internet to support 

recruitment, fundraising and other propaganda activities. Hacktivists demonstrate their skills by defacing 

or taking down websites. Terrorists are taking advantage of the world’s dependence on cyberspace as a 

vulnerability to be exploited, and their attacks have the potential to morph into life-threatening attacks on 

critical infrastructure systems, such as taking control of emergency response, utility or public health 

systems to endanger lives. 

The Cyber Threat is Evolving 
The evolution of cyber attack tools and techniques has 

accelerated dangerously over the past few years. The COVID-19 

pandemic has actually fast-tracked this evolution. Attackers are 

sharing techniques and showing increased levels of creativity, 

finding new ways of breaking into the most up-to-date security 

controls. The GoA will continue to require a range of monitoring 

and response controls, along with a strong cybersecurity 

awareness program supported by continued investment in cybersecurity staff, processes and technology. 

On average, companies take 

about 197 days to identify and 

69 days to contain a breach 

according to IBM’s Cost of 

Data Breach Report for 2021. 

2020 Verizon Data Breach 

Investigations’ reports that 

over 67% of data breaches 

were caused by credential 

theft through social attacks. 

https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/
https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/
https://www.ttec.com/blog/data-breach-report-credential-theft-social-attacks-lead-most-security-breaches
https://www.ttec.com/blog/data-breach-report-credential-theft-social-attacks-lead-most-security-breaches
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Another Side of the Cyber Threat: Lack of Cybersecurity Talent 

The worldwide shortage of cybersecurity professionals will have 

a major impact on businesses and governments alike. The GoA 

is already feeling the effects of this shortage. It is becoming 

nearly impossible to hire new experienced and skilled 

cybersecurity personnel and just as difficult to retain qualified 

personnel already on staff who are being offered significant 

salary increases and, at times, more senior positions in the 

private sector. 

Over the past 24 months, attracting and retaining skilled 

cybersecurity personnel has been a difficult challenge for the 

GoA’s Cybersecurity Services team.  

  

According to estimates as 

stated in a Deloitte report 

(The changing faces of 

cybersecurity – Closing the 

cyber risk gap), the world is 

“on pace to reach a 

cybersecurity workforce gap 

of 1.8 million by 2022, a 20 

percent increase over the 

forecast made in 2015.” 

https://www2.deloitte.com/content/dam/Deloitte/ca/Documents/risk/ca-cyber-talent-campaign-report-pov-aoda-en.PDF
https://www2.deloitte.com/content/dam/Deloitte/ca/Documents/risk/ca-cyber-talent-campaign-report-pov-aoda-en.PDF
https://www2.deloitte.com/content/dam/Deloitte/ca/Documents/risk/ca-cyber-talent-campaign-report-pov-aoda-en.PDF
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The Future We Are Building 
The GoA strives for a cyberspace that is safe and secure, one that offers opportunities to Albertans and 

promotes confidence in government services. 

A trusted digital infrastructure will provide a platform for 

innovation, better communication, improved services and more 

effective decision making. To realize the full potential offered by 

cyberspace, the GoA must ensure safety, security and resilience 

of the environment while promoting cyber threat awareness and 

cybersecurity knowledge. This complex, resource-intensive effort 

requires research, development and investment, along with 

ongoing operational enhancements. In keeping with its vision, 

the GoA is committed to creating: 

A Cyberspace that is Secure 
IT infrastructure and systems must be secure, and must protect information assets from damage, loss 

and unauthorized access or use. The privacy of Albertans must also continue to be a top priority. 

A Cyberspace that is Safe 
Information and technology must provide a safe environment for Albertans to interact with government. 

Data integrity must be maintained within government systems and digital services must remain malware-

free. 

A Cyberspace that is Resilient 
When disaster strikes, critical systems and services must remain available to Albertans. In the event of 

systems loss due to disaster events, systems and data must be recoverable in an organized and timely 

fashion. The GoA must invest and build redundant digital systems for fault tolerance. 

  

The GoA’s vision of 

cyberspace is one that 

supports secure, safe and 

resilient systems while 

protecting privacy by design: 

a cyberspace that we can use 

with confidence to serve 

Albertans. 
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Our Guiding Principles 
The GoA is committed to protecting its information assets and to providing leadership that ensures public 

agencies, boards and commissions (referred to as “Alberta public agencies”) using government assets 

implement adequate controls to manage security risks.  

The following three principles communicate the expectations that the GoA and Alberta’s public agencies 

are accountable for ensuring that information assets are protected. These principles were approved by 

Deputy Minister Council and communicated to Alberta’s public agencies in 2014. 

Province-wide Cybersecurity Principles 

Adopt an Information Security Policy Framework  

Alberta’s public agencies must have adequate information 

security policies for protecting information and technology assets 

approved by their management. These policies must be 

communicated across the organization. They must be based on 

a generally accepted framework for information security, such as 

ISO 27000 or the National Institute of Standards and Technology 

(NIST) Cybersecurity Framework. The policies must also identify 

the elements of the framework that are required for the 

organization, based on factors such as the nature and size of the 

organization, and the complexity of its systems. The GoA has 

adopted the NIST Cybersecurity Framework. 

Monitor and Manage Information Security Risks  

Public sector organizations must have a process to identify, monitor and manage their information 

security risks. The complexity of this process will depend on the nature and size of the organization. At a 

minimum, the process will require t organizations to identify their most important information assets, 

whether their security policies adequately protects those assets and whether necessary controls have 

been implemented to protect them. This includes identifying systems or applications that are critical to the 

organization’s operations and ensuring that critical systems have implemented Disaster Recovery Plans 

that are tested on a regular basis. 

Report Information Security Risks and Incidents 

Public sector organizations must have a process to report the status of their information security policies, 

as well as the status of significant information security risks to their Ministers. They should have an 

annual report that includes a copy of their Information Security Policy, evidence that the policy is 

implemented and an Information Security Risk Register. Organizations must report security risks or 

Approximately 437,000 

public sector employees 

access the Province of 

Alberta’s information assets 

every day. (ref. Statistics 

Canada website, Public 

Sector Employment for the 

Province of Alberta.) 

 

https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=1410028802&pickMembers%5B0%5D=1.10&pickMembers%5B1%5D=3.1&cubeTimeFrame.startMonth=02&cubeTimeFrame.startYear=2021&referencePeriods=20210201%2C20210201
https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=1410028802&pickMembers%5B0%5D=1.10&pickMembers%5B1%5D=3.1&cubeTimeFrame.startMonth=02&cubeTimeFrame.startYear=2021&referencePeriods=20210201%2C20210201
https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=1410028802&pickMembers%5B0%5D=1.10&pickMembers%5B1%5D=3.1&cubeTimeFrame.startMonth=02&cubeTimeFrame.startYear=2021&referencePeriods=20210201%2C20210201
https://www150.statcan.gc.ca/t1/tbl1/en/tv.action?pid=1410028802&pickMembers%5B0%5D=1.10&pickMembers%5B1%5D=3.1&cubeTimeFrame.startMonth=02&cubeTimeFrame.startYear=2021&referencePeriods=20210201%2C20210201
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incidents to their Minister upon detection, since a risk has potential to result in a significant security 

incident or breach that may affect public security, public confidence or result in unforeseen costs.  

Alberta’s public agencies must also report significant security incidents, including ones that impact the 

privacy of Albertans, or have potential reaching impacts to Albertans or other government services. 

Ministers will determine how reports provided by public sector organizations will be used to supplement 

the Information Security Risk and Compliance reports that each ministry provides to Service Alberta. 

Purpose of the Principles 
The principles will be applied, along with the strategies defined in 

this document, to ensure that the GoA provides information and 

technology services that are secure, safe to use, resilient and 

protect user privacy. 

These principles, and their subsequent implementation by public 

sector organizations, clearly state the GoA expectation that each 

organization is responsible for risk assessment of information 

assets in its control. Organizations must ensure that adequate 

policies are in place to protect those assets from a perspective of 

confidentiality, integrity and availability by using a risk-based approach. They must report the status of 

significant security risks to their Minister.  

Albertans will benefit by knowing that public sector organizations are accountable for protecting 

information assets and technology systems, and for ensuring that systems essential to delivering critical 

services remain available or can be recovered in the event of a disaster. 

  

As of April 2021, the GoA has 

a total of 22 ministries 

accessing its information 

assets. There are also over 

180 public agencies using 

subsets of the same 

information assets. 
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The Cybersecurity Strategy 
The cybersecurity landscape has changed drastically over the 

past few years. The rapid evolution of technology and the 

creativity and adaptability of attackers has made it increasingly 

difficult to protect information assets. A passive-defensive 

security posture is no longer enough to protect against 

continually evolving cyber threats and attack methods. The 

GoA’s information security environment must continuously 

evolve and adapt to changing cyber threats. 

Cybersecurity Services adopted the National Institute of 

Standards and Technology (NIST) Cybersecurity Framework due 

to its simplicity, as well as to align with other Canadian 

jurisdictions.  

The NIST Cybersecurity Framework establishes a risk-based approach to managing cybersecurity by 

providing the province with a standard set of controls, clear desired outcomes and compliance criteria. 

This allows the government to communicate using a common language for understanding, managing and 

expressing cybersecurity risks to internal and external stakeholders. The framework can then be used to 

help identify and prioritize actions for reducing risk, and to help set expectations across the organization. 

The NIST Cybersecurity Framework has five key functions representing high-level cybersecurity activities, 

providing a strategic view of the risk management lifecycle:  

 Identify – Develop the organizational understanding to manage cybersecurity risk to systems, assets, 

data and capabilities. 

 Protect – Develop and implement the appropriate safeguards to ensure delivery of critical 

infrastructure services. 

 Detect – Develop and implement the appropriate activities to identify the occurrence of a 

cybersecurity event. 

 Respond – Develop and implement the appropriate activities to take action regarding a detected 

cybersecurity event.   

 Recover – Develop and implement the appropriate activities to maintain plans for resiliency and to 

restore any capabilities or services that were impaired due to a cybersecurity or disaster event. 

 

  

“The key to the Government 

of Alberta’s cybersecurity 

strategy will be to adapt 

security controls to proactively 

identify and manage cyber 

threats before they become 

cyber incidents.” 

Martin Dinel, GoA’s Chief 

Information Security Officer. 
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A success factor of the NIST Cybersecurity Framework is the 

risk-based approach to decision-making where the right controls 

are applied in the right situations. Security personnel identify and 

assess risks, and provide this information along with 

recommendations to business decision makers. This ensures 

that the business has better control over cybersecurity 

investments, along with a better understanding of the reasons for 

the investments. 

Further information regarding the NIST Cybersecurity 

Framework can be found on the NIST website at 

www.nist.gov/cyberframework. 

Strategic Cybersecurity Pillars 
The GoA has identified strategic cybersecurity pillars that will guide all cybersecurity program initiatives 

and activities over the next three to five years: 

Maintain and Leverage the Cybersecurity Framework 

Albertans trust that the GoA will implement the necessary measures and controls to protect government 

information assets. Cybersecurity Services developed the Information Security Management Directives 

(ISMD) to document the basic controls that must be implemented within GoA systems to ensure the 

protection of the organization’s digital assets. These controls are aligned to the NIST Cybersecurity 

Framework. An important role of Cybersecurity Services is to monitor compliance to these directives 

assessed against a maturity-based compliance model. The ISMDs form the basis of the GoA’s 

Cybersecurity Framework, the GoA’s Cybersecurity Strategy, and all of the program’s strategy-supporting 

plans, tools and templates. 

Risk-based Business Decision Approach  

GoA business departments are responsible for providing 

government services directly to Albertans. Cybersecurity 

Services provides expertise and skills while working with the 

business to ensure the secure, safe and resilient provision of 

digital business services to Albertans. In the end, every security 

decision is actually a business decision based on risk information 

and mitigation recommendations made with involvement from 

the organization’s cybersecurity experts. This process ensures 

that the right controls are applied in the right circumstances and 

at the right time with an enterprise perspective – not just through 

the cybersecurity lens. 

  

114 of the business 

applications used by the GoA 

meet the Critical support 

criteria, which means that 

disaster recovery plans have 

been designed to ensure that 

they are recovered within 24 

hours of a disaster event. 

 

The GoA Information 

Security Framework is a set 

of artifacts maintained by 

Cybersecurity Services to 

protect the GoA’s digital 

assets. These include 

directives, policies, standards, 

guidelines and awareness 

program artifacts.  

 

https://www.nist.gov/cyberframework
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Increase Information Security Awareness 

No matter what security controls are in place, the main security 

weakness of most organizations is uninformed people. The best 

tool to mitigate this weakness is user training. When people 

understand their role in protecting assets, the value of those 

assets, and how to recognize and respond to cyber threats, the 

organization drastically improves its chances of keeping assets 

secure. Cybersecurity awareness and training must be given a 

high level of priority, and must start at the top of the organization. 

The GoA has made annual information security training 

mandatory, using short and regularly refreshed pertinent content 

for all staff across the entire organization. Cybersecurity Services 

also performs annual social engineering test with all employees 

to gauge the success of the training program and to provide 

insights into which components of the program must be improved upon. 

Improve Authentication Systems Security and Fraud Detection 

One of the most critical system security control is its authentication mechanism. Authentication provides 

certainty that the person using the system is who they claim to be. It works with authorization systems to 

provide the right level of access to data and services individuals need to perform their functions.  

Most successful cyber attacks and information breaches reported around the world occur through stolen 

valid credentials and not through complex or sophisticated technical means. Social engineering attacks, 

such as email phishing, are used to either trick a user into providing their credentials or information 

leading to the identification of their credentials. Once an attacker has valid credentials, they find ways to 

elevate their access and compromise other systems. This issue was compounded this year by the 

accelerated digitization of services in response to the pandemic:  more systems and data migrated to 

cloud services, where authentication systems are directly exposed to attackers. 

The best tool to counter authentication issues is multifactor authentication (MFA), followed closely by 

behaviour analysis based fraud detection systems. While most legacy systems depend on credentials 

assigned to a user by an administrator and something only the users might know (a username and a 

password), MFA provides the ability to add authentication factors that are more difficult to falsify. Such 

factors could include a randomly generated code sent through a secure channel to a user specific 

registered mobile device. Password-less authentication systems such as biometrics (fingerprints, face 

recognition, etc.) are also becoming more popular as these are factors unique to each individual. These 

solutions are being considered, along with their potential privacy implications. 

Fraud detection systems are also on the map this year to assist in identifying potential fraudulent activity 

based on suspicious user behaviors, such as cutting and pasting credential information into a form, or 

switching back and forth between applications while filling in a form. These controls are becoming 

increasingly efficient at identifying bot attacks and potentially fraudulent activities. 

GoA’s first email phishing test 

was conducted in 2016, 

resulting in 28% click-rate on 

the malicious link. In 2017, 

after improving training 

material, the number fell to 

17%. In 2018, after further 

improvements, it fell to 4.4%, 

but went back up to 9% in 

2019. No testing occurred in 

2020 due to the pandemic. 
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Leveraging Encryption to Protect Data and Information 

The GoA standard for information security in the cloud is not residency-based, such as the Government 

of Canada’s model. It requires that data is encrypted in transit and at rest with a scheme matching data 

sensitivity (information security classification) requirements. Where possible, the encryption key should be 

controlled by the GoA to ensure that it is not used by a third party to compromise the data.  

Encryption by any means is a good way to protect data. However, controlling the encryption keys ensures 

that the GoA does not face an information breach or lose access to its own data through legal means. For 

instance, a breach could occur when a third-party service provider based outside of Canada is directed to 

provide access to the organization’s data through their local legal system. Access to data could also be 

denied in the event that the third party went out of business, entered a legal dispute with the GoA or, 

potentially, was bought out by a company that took control of the encryption keys. 

Currently, the GoA is leveraging solutions provided by cloud service providers to secure their own 

services. However, Cybersecurity Services is researching solutions that could potentially be implemented 

at the enterprise level, securing all information services with one set of keys. At the moment, these 

solutions are deemed to be too complex and too costly to implement, sustain and maintain. 

Cybersecurity Services is also keeping an eye on a hot new topic: quantum computing. Quantum 

computers use various states for data beyond the normal 1s and 0s, allowing them to process larger 

amounts of data drastically faster. While traditional computers would require around 300 trillion years to 

break a RSA-2048 bit encryption key, for instance, a quantum computer could do it in about 8 hours. With 

the GoA relying on encryption technology to protect its data, Cybersecurity Services must continue to 

research new solutions and plan for encryption mechanism improvements to address and counter future 

quantum-technology-based decryption services. 

Proactive Threat Monitoring over Reactive Incident Response 

The rapid evolution of technology and the increased creativity and adaptability of attackers presents 

serious challenges for security professionals. A passive-defensive cybersecurity posture where the 

organization waits for an alert or a breach to respond to the threat is not enough to protect information 

assets. A more aggressive posture must be adopted to ensure threats are identified and dealt with before 

they become issues. Threat hunting – through vulnerability scanning, penetration testing, and intelligence 

gathering and analysis – is the most efficient and effective way to accomplish this objective. 

The GoA will continue to leverage existing internal and external sources of threat intelligence, and create 

new and more advanced sources. Historically, security tools offered little opportunity to manage digital 

assets and user access proactively. However, these tools have greatly evolved, providing increased 

opportunities. The GoA will evaluate and implement such tools over the next few years, including 

leveraging more artificial intelligence and automation technologies to help identify new threats or predict 

where they might show up. 

Fraud detection systems will also become a key component of threat monitoring by proactively identifying 

potential fraudulent activities through automated user behavior analysis.  
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IMT Systems Disaster Recovery Planning 

Over the past five years, the GoA has leveraged its IMT Disaster Recovery Framework quite effectively to 

proactively plan, test and ensure that digital government services and basic core infrastructure services 

can be recovered according to their criticality requirements. We will continue to use this strategy with a 

focus on the migration of recovery environment to cloud-based solutions where we only pay for services 

when we use them, and the migration of more production services to the cloud to meet increased 

availability requirements. 

Automated systems recovery is also being considered as a way to increase the frequency and speed of 

testing efforts, and potentially the timeframes involved in recovering critical systems. 

Shift Monitoring from Network Periphery to End Points 

A few years ago, when cloud services and mobile computing were not widely used, security controls were 

implemented very much in the same way as building security: at the periphery of the organization and, for 

more mature organizations, in concentric circles around the more sensitive assets. The migration of 

services and data to the cloud, and the expanded use of mobile devices to access these services, have 

all but made periphery-based controls outdated in this new highly distributed digital world. 

Information technology device protections have not evolved much over the past 20 to 30 years. Antivirus 

software based on signature detection has been a common tool used to protect user devices. However, 

the recent rise in zero-day exploits – or attacks using known software vulnerabilities – has made 

signature-based antivirus software outdated. These tools are now being replaced or augmented with end-

point protection software that recognizes virus signatures, but also recognizes malware based on the 

behavior of software and systems. 

Nowadays, cyber threat actors rarely focus on internet gateways or organizations’ firewalls. They are 

focused on the end points themselves, looking at taking advantage of poorly managed user devices or 

poorly configured cloud hosting services. For these reasons, the GoA is implementing more end-point 

protection controls on our user devices and hosting services.  

Having a clearer view of what assets are stored in the cloud, who uses them and how they are being 

used is key to ensuring the protection of our digital assets. Cloud monitoring tools are also being 

implemented to monitor our digital assets in the cloud and prevent serious incidents, such as information 

breaches or data loss. The best protection controls for our digital assets are the ones we setup closes to 

the assets themselves. 

DevSecOps Philosophy 

Over the past five years, and even more so since the beginning of the COVID-19 pandemic, the demand 

to digitize government services faster, under extremely tight timelines, has continued to increase. The 

most popular strategies being used right now are agile approaches where a smaller set of key 

functionalities is delivered in a short time and built upon over time. These approaches work by bringing 

together all of the services, skills and sets of expertise required to develop and implement a solution at 

the exact right time. 
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The combination of worldwide cybersecurity resources shortage, increased demand for faster solutions 

delivery, the use of wider variety of tools and technologies, and ongoing attacks on existing digital 

services have created significant challenges for cybersecurity professionals. It is becoming more difficult 

to perform timely security assessments, to provide mitigation recommendations for identified threats and, 

even more so, to fix identified vulnerabilities and weaknesses. 

To deal with this challenge, Cybersecurity Services must transform itself and become part of the solutions 

delivery teams without impacting resources or budgets. The philosophy of DevSecOps around our 

development and implementation efforts will integrate security services into every projects by: 

 Providing key and critical security design and specifications relating to systems authentication, 

authorization, logging controls and other security criteria to the development teams at the onset of 

the project; 

 Leveraging and fast-tracking automated security assessments through the categorization of 

systems based on historical data, which will help to identify potential vulnerabilities faster, assess 

risks quicker, and formulate risk mitigation recommendations based on application parameters 

and historical risk information; 

 Providing automated on-demand testing tools (potentially leveraging artificial intelligence or 

robotics process automation) to development teams to confirm, throughout their development 

efforts and before implementation, compliance to security design specifications; 

 Involving the ethical penetration testing team before critical applications are delivered, ensuring 

that time is available to resolve any identified vulnerabilities before going “live” with a critical 

system. 

Develop New Cybersecurity Talent 

Due to the significant worldwide shortage of cybersecurity talent and professionals, the GoA has to 

become more creative in finding ways to attract and retain staff.  

Service Alberta is currently working in collaboration with the department of Advanced Education, the 

Northern Alberta Institute of Technology (NAIT) and MacEwan University to develop a new Cybersecurity 

Education Program prototype with a pilot implementation timeframe of spring 2021. Apprentices will work 

and receive training over a period of two years, take in-class courses from the postsecondary institutions, 

and receive coaching and training from the GoA’s Cybersecurity Services team during hands-on learning 

to develop their talent and to create new opportunities for themselves in the cybersecurity field. The plan 

is to expand this program outside of the GoA within the next year.  

Cybersecurity Services is also looking at expanding the use of Service Alberta’s internship program to 

bring in new talent while complementing contingent staff. 
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Moving Forward 
Albertans are becoming more dependent on the internet and on cyberspace. New web-based services 

are becoming available every day, along with new mobile technology that is making services easier to 

access, which, in turn, is making our dependence on cyberspace grow even faster. 

Over the past year, the COVID-19 pandemic has increased this reliance on digital services and 

demonstrated the criticality of such services. Cyber threat actors have realized that this offers them a 

great opportunity to benefit from their skills and from poorly designed digital solutions or systems 

vulnerabilities. Those who use the internet with malicious intent are becoming more sophisticated and 

dangerous as technologies evolve. Newer technologies provide uneducated users with little or no hacking 

experience the ability to cause as much damage as any experienced hacker could. 

The GoA’s Cybersecurity Strategy is our plan for securing our systems and protecting our digital assets. 

By promoting awareness of cyber threats and strong security practices, the GoA’s Cybersecurity Strategy 

encourages Alberta stakeholders to adapt behaviour and implement processes and technologies required 

to meet strong security standards and the ever-evolving cyber threat. 

Cybersecurity is a responsibility that is shared amongst all 

information stakeholders. Albertans, Alberta Public Service 

employees, the private sector and service partners all have a 

role to play. The GoA’s Cybersecurity Strategy makes 

information security and the implementation of all initiatives a 

collaborative effort. The only way these efforts can be successful 

is if all stakeholders work together with common objectives. 

To ensure that cyber threat intelligence is up-to-date, Cybersecurity Services also works with external 

organizations, such as the Alberta Provincial Security & Intelligence Office (PSIO), Canada’s 

Communications Security Establishment (CSE), the Canadian Centre for Cyber Security (CCCS), 

Canadian Security Intelligence Service (CSIS), province-wide local police and law enforcement 

authorities. We also work with external committees, such as the National CIO/CISO Subcommittee for 

Information Protection (NCSIP). Furthermore, Cybersecurity Services shares information with federal and 

other provincial jurisdictions to ensure that knowledge, experience and efforts are leveraged to minimize 

expanded efforts and costs, while maximizing expertise and experience involved in resolving common 

issues and threats. The participation of all of these stakeholders and partners is required to eliminate and 

mitigate the common cyber threat. 

If you have questions, concerns or feedback regarding the GoA’s Cybersecurity Strategy, please forward 

them to ciso@gov.ab.ca. 

When it comes to the 

protection of the Province of 

Alberta’s information assets, 

everyone has a role to play! 
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